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March 2009 Threat Forecast 
 
The monthly Spam Soap® Threat Forecast and Report is designed to provide IT leaders 
and messaging security professionals with information on recent and potential email and Web 
threats. The forecast is developed using current and historical data and trends, as well as 
expert analysis of real time spam and virus events monitored and assessed by the 24x7 Spam 
Soap Threat Operations Center. To view the latest real-time data, visit www.spamsoap.com  
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COUPON CAUTION  
Given the ongoing economic climate and some 
recent, successful spam campaigns by 
Waledac (see page 2), we expect even more 
spammers to try and take advantage of people 
trying to save money. Thus far, popular lures 
have been money-saving coupons or 
advertisements for fake jobs. Be on alert for 
even more of these type of malicious messages 
in March.  
 
CONFLICTED ABOUT CONFICKER  
The biggest wildcard in the internet security 
world is the massive Conficker botnet. Full 
activation of this botnet for spam purposes 
would easily push spam volumes up to or 
beyond where they were prior to the McColo 
shutdown last year. However, for now, it 
appears that this botnet remains mostly in test 
mode, carefully releasing new variants and 
trying new techniques in an attempt to make it 
more resilient. How long it will remain dormant 
is anyone’s guess, but a large-scale spam 
attack from Conficker is clearly a matter of 
“when” and not “if”.  
 
NEW BOTNET GANG ON THE PROWL  
The upcoming Easter holiday and St. Patrick’s 
Day are likely next targets for the new Waledac 
botnet gang, who are believed to be the same 
group responsible for the now infamous Storm 
botnet. Since re-emerging in late 2008, the 
Waledac botnet has initiated a series of 
malicious spam attacks, most recently sending 
a serious of malicious messages socially 
engineered around Valentine’s Day. Users 
should be extra wary of any suspicious-looking 
holiday email from an unknown sender 
prompting them to visit a website. 
 
 
 
 
 

GOOOOOOAAAAAALLLL!  
The 2010 World Cup in South Africa is just a 
few months away, and FIFA just announced 
that the first phase of ticket sales has begun. 
Since the World Cup is the largest sporting 
event in the world, Spam Soap expects a rash 
of spam campaigns similar to the World Cup 
themed outbreaks we saw in May 2005. It is still 
early in the sales process, but as demand for 
tickets increase, so too will the amount of spam.  
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February 2009 Threat Report 
 
Many vendors continue to purport that spam levels have returned to pre-McColo levels, however, our 
data shows otherwise. While spam volumes have been steadily climbing over the last several months, 
our data still shows that they are well below pre-McColo levels. In fact, the data shows that average 
spam volume declined approximately 5 percent in February. Furthermore, the percentage of spam in all 
email traffic also dipped slightly to 83.0 percent, the lowest it has been since April 2007. 
 

  

Historical Spam Levels 
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Most Prevalent Spam 
 

The most prevalent spam in February was initiated by the Waledac 
group, who were particularly active throughout the month. As 
predicted in the last Threat Forecast & Report, the bulk of the spam 
was related to Valentine’s Day. However, what was most interesting 
was that the bulk of Waledac’s malicious Valentines spams were 
sent AFTER the Valentine’s Day holiday (see graph).  
 
Toward the end of February, Waledac quickly changed gears, 
sending coupon-themed messages that directed recipients to a 
legitimate looking site (see below) where they were then prompted to 
download a Trojan. Spam Soap tracked as many as 15,000 of these 
messages an hour in the last days of the month. 

 
 
 

 
 
 
 



Threat Forecast & Report 
�

1.866.SPAM.OUT       Page5    Spam Soap, Inc. 
�

 

The Best “Worst” 
Spam of the Month 
 
The majority of us couldn’t get away with 
wishing our loved ones “Happy 
Valentines” a day, let alone a week late, 
but not so for the Waledac botnet.  
 
As we predicted in last month’s 
forecast, spammers sent thousands of 
Valentine’s Day themed messages.  
 
However, the huge volumes we expected 
didn’t start appearing until after February 
14th, including a large spike in Valentines 
spam occurring almost a week later. As 
with most things in life, timing is 
everything. 
 
 

Last Word 
 
STAYING ONE STEP AHEAD OF SPAMMERS  
For those who can’t get enough security news or just want to stay ahead of spammers, Spam Soap 
recently unveiled its weekly “SecurityBuzz” podcast, covering the latest security news and threats. The 
show is hosted by security experts Sam Masiello, Spam Soap vice president of information security and 
co-author of the monthly Threat Forecast and Report, and Erik Boles, Spam Soap senior sales 
engineer. New shows are posted each Friday and are available on the Spam Soap website and on 
iTunes. 

 

 
 
 
 
 HEADQUARTERS 

Spam Soap, Inc.  
3193 Red Hill Avenue 
Costa Mesa, CA 92626  

Phone: 1.866.SPAM.OUT or 866.772.6688 
Outside the U.S. call (001) 714.955.6959  
Fax: 949.203.6425  
Email: info@spamsoap.com  
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SALES  
Email: sales@spamsoap.com   
 
SUPPORT  
Email: support@spamsoap.com  
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