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February 2009 Threat Forecast 
 
The monthly Spam Soap® Threat Forecast and Report is designed to provide IT leaders 
and messaging security professionals with information on recent and potential email and Web 
threats. The forecast is developed using current and historical data and trends, as well as 
expert analysis of real time spam and virus events monitored and assessed by the 24x7 Spam 
Soap Threat Operations Center. To view the latest real-time data, visit www.spamsoap.com  
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NEW BOTNETS LOOMING 
Despite reports from other security vendors, spam 
volume has not returned to its pre-McColo levels. In 
fact, the data shows that spam volumes are still 35 
percent lower than they were prior to the McColo 
shutdown last November. However, several new 
botnets have emerged, including Xarvester, 
Waledac and Donbot. In addition, the ominous 
Confickr botnet looms on the horizon, despite 
appearing relatively dormant. All things considered, 
Spam Soap believes there’s a reasonable chance 
that spam volumes will continue to rise in February, 
and return to pre-McColo levels within a month or 
two. 
 
SPAM TRI-FECTA NIGHTMARE? 
The recent data breaches of Heartland Payment 
Processing and Monster.com remind us that with 
each new data breach, spammers gain access to 
more and more accurate user information. Of 
course, the more access they have to this 
information, the more accurate, targeted and 
realistic-looking their spam messages can become. 
This creates the potential for spammers to develop 
spam messages so accurate and so targeted that 
they are virtually indistinguishable to the average 
user who receives them. While there’s no 
widespread signs of this happening anytime soon, 
it’s a simple matter of “when” and not “if”. 
 
HOW DO I GET MY GOVERNMENT BAILOUT 
MONEY? 
Despite no formal legislation for an economic bailout 
program in the US, spammers are already sending 
small and well targeted spam campaigns promising 
recipients access to free government money. Many 
of these malicious messages are also appearing on 
popular social networking sites like Facebook as 
well. While social engineering is a common tactic, 
the amount of media coverage and interest about 
the US economy will likely drive not one, but several 
waves of spam attacks related to any government 
bailout program. 
 

HAPPY SPAM-ENTINE!  
It’s sad, but true. Spammers love Valentine’s Day 
almost as much as florists. As in 
previous years, Spam Soap 
expects a large volume of 
Valentine’s Day spam 
email. While old-fashioned, 
email spam will remain the 
norm, Spam Soap 
anticipates seeing much 
more complex campaigns 
that blend traditional email 
spam attacks with links to social 
networking sites like MySpace, Twitter or 
Facebook. Remember, all is fair in love and war. 
 
STAYING ONE STEP AHEAD OF SPAMMERS 
For those who can’t get enough secure ty news or 
just want to stay ahead of spammers, Spam Soap 
recently unveiled its weekly “SecurityBuzz” podcast, 
covering the latest security news and threats. The 
show is hosted by security experts Sam Masiello, 
Spam Soap vice president of information security 
and co-author of the monthly Threat Forecast and 
Report, and Erik Boles, Spam Soap senior 
sales engineer. New shows are posted each 
Monday morning and are available on the 
Spam Soap website and on iTunes. 
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January 2009 Threat Report 
 
While spam levels (percentage) remained flat, overall spam levels increased by 6 percent in January. 
Still, volume remained 35 percent below pre-McColo levels in November 2008; and 55 percent below 
2008’s peak in March. This seems to conflict with reports we’ve read from other security vendors.  
 
Pharmacy offers remained the most prolific type of spam in January. These pill-selling spams 
commonly used misleading subject lines related to timely events like the economy or the Valentine’s 
Day holiday.  
 
Another common spam in January was for personal or dating websites. Subject lines like “someone has 
an e-crush on you” are also reminiscent of previous years. We also attribute this to Valentine’s Day 
approaching.  
 
The most prevalent malicious spam of the month came from the Waledac botnet, widely considered to 
be the new Storm botnet. Following in true Storm fashion, Waledac used love-themed lures like “I 
belong to you” or “Falling in love with you” to trick users into believing that the content of the email was 
legitimate. Unsuspecting users were then directed to a website that said, “Guess, which one is for you” 
at the top of the page along with 12 hearts. Clicking anywhere on the heart images downloaded a 
malicious executable file like you.exe or love.exe, which caused the user’s PC to become part of the 
Waledac botnet. 
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Historical Spam Levels 

 
The Best “Worst” Spam 
of the Month 
 
We don’t normally like to poke fun at our 
competitors, but we simply couldn’t help ourselves. 
 
In January, Network World magazines, Jeremy Kirk, 
reported that Google ranked fourth on a list of most 
spammy ISPs (Internet service providers). According 
to the sources in the article, Google doesn’t seem to 
mind as they’ve done little to get themselves off the 
list. Of course, the irony of this story isn’t lost on 
anyone who knows that Google acquired anti-spam 
service provider Postini in 2007.  
 
 
 
 
 
 
 
 HEADQUARTERS 

Spam Soap, Inc.  
3193 Red Hill Avenue 
Costa Mesa, CA 92626  

Phone: 1.866.SPAM.OUT or 866.772.6688 
Outside the U.S. call (001) 714.955.6959  
Fax: 949.203.6425  
Email: info@spamsoap.com  
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SALES  
Email: sales@spamsoap.com   
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