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Spam Soap Message Continuity is a comprehensive managed disaster recovery service that
enables Web-based email access, management, and use during planned or unplanned outages.
The service retains all inbound and outbound email sent or received during the outage, and
intelligently synchronizes an accurate record of all outage-period message activity with the
business email server(s).

The steps outlined below are designed to help Administrators set up Message Continuity disaster
recovery protection. Message Continuity users can follow the instructions in the companion
Message Continuity User Guide , which outlines the steps necessary to access and use Message
Continuity during outages.

Administrator: Preparation for Message Continuity
The following steps are necessary before Message Continuity can be activated to provide disaster
recovery protection during a planned or unplanned outage of your email server(s).

Step1l 71 Create Us er Accounts and Authentication

Customers who are setting up the Spam Soap Core Filtering for the first time need to create User
Accounts and Passwords in order to activate Message Continuity. Existing Core Filtering customers
should, at this time, verify that all User information is correct and up-to-date within the service.
Users and passwords can be created individually or in bulk-creation mode. For more information
see the Core Filtering Admin Guide.
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Step 2 1 Select Automatic or Manual Service Enga gement

Administrators can configure Message Continuity to engage automatically whenever Spam Soap
detects a loss in connectivity with your email server(s). Administrators may also choose to
configure the service in Manual mode in order to enable access to email during maintenance
windows. (screenshot below)

Step 3 1 Configure Access to Message Continuity

Message Continuity can be configured to provide full, restricted, or no user access to email during
outages by selecting one of the items in the Configuration Settings window. The default setting for
Message Continuity allows all users to access the service during outages. (screenshot below)

Note: The check box setting can be overridden in the Policy Settings.
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Step4 1 Set Up Notifications
Administrators can set up disaster recovery notifications for up to four (4) recipients, who will be
alerted when:

e Spam Soap detects a loss in connectivity with your email server(s)

e Automatic spooling of email begins

e Automatic spooling of email has stopped after connectivity is restored
. When all spooled email has been released to your email server.

At the conclusion of the outage, notification recipients will be alerted every four (4) hours until all
emai | has been successfully unspool todyour emoaih servierEs).i St or e d

It is important that recipient addresses are not hosted on your corporate email server(s), but
rather, should be for alternate email accounts (Yahoo!, HotMail, etc.) or text pagers. (screenshots
below)
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Step5 1 Update D omain Name Services (DNS) Record

During outages, Message Continuity will send email on behalf of your organization, so it is
necessary for your Administrator to update the DNS settings for Sender Policy Framework (SPF) to
include Spam Soap sending IP addresses. Contact your DNS provider to create or amend your

DNS TXT record to include the following entry.
:include: mxlogic.net
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