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The monthly Spam Soap Threat Forecast & Report provides IT leaders and messaging security professionals 

with information on recent and potential email and Web threats. The forecast relies on current and historical data 

and trends, as well as expert analysis of real time spam and virus events monitored and assessed by the 24x7 

Threat Operations Center.  

August 2008 Threat Forecast 

 

ALL’S FAIR IN LOVE, WAR AND POLITICS 

Although not unexpected or unusual, spam related to the U.S. Presidential 

election will increase dramatically as the political race gets into full swing 

in August. Thus far, political spam has been unusually low. It’s also 

expected that spammers will use the single-line spam tactic to lure 

recipients with offers to view videos from the candidates.  In addition, 

email and Internet sites are expected to be especially popular mechanisms 

for spreading misinformation and propaganda about either candidate. 

Further, hackers may compromise legitimate political sites in an attempt to 

distribute malware. It will be important for the public to be extra diligent 

and discerning about the source of information they use to research 

candidates online. 

As forecasted by Spam Soap, spam volume reversed its four-month slide, 

rising nearly 16 percent in July. This rising trend is expected to continue – 

and even accelerate – in August as spam volumes more closely follow 

seasonal norms. 

 

NFL SPAM BLITZ 

The upcoming NFL season is expected to provide spammers with a new, 

timely vector for sending spam and spreading malware. Last year, emails 

claiming to be from the National Football League linked recipients to an 

online, real-time scoreboard. However, the download of the scoreboard 

actually sacked users’ computers with the Storm botnet. 

GOING FOR THE GOLD 

With the 2008 Summer Olympics starting, spammers and hackers will be 

“going for the gold” with scams related to the big event. In fact, there has 

already been a ticket scam aimed at athletes and families. Victims who 

bought tickets from the web site BeijingTicketing.com, have come to 

discover that their tickets are not valid. Spam Soap anticipates an increase 

in other Olympics-related spam throughout the month.  
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July 2008 Threat Report 

Spam Volume (total spam messages) increased by 16 percent during the month of July, 

marking the first month since March 2008 that there was an increase. Spam Levels (a percentage of all 

emails) remained relatively unchanged, accounting for 89.79 percent.  As predicted in the last Threat 

Forecast (July 2, 2008), early in the month hackers attempted to lure users into downloading a Storm botnet 

Trojan by unleashing a flood of Fourth of July spam messages containing links to malicious sites. Several 

media outlets reported the outbreak and many security vendors issued alerts. 

SPAM VOLUME 

 
Top 5 Categories 

1. Health 

2. Offers 

3. Phishing 

4. Foreign Language 

5. Education 

Top 5 Viruses/ Worms 

1. Mal/Spy-A 

2. Mal/Heuri-D 

3. W32/Mytob.gen 

4. W32/Nyxem.D 

5. W32/Mydoom.BB 

Top 5 Spam Countries 

1. United States 

2. Brazil 

3. Russian Federation 

4. Colombia 

5. United Kingdom 

The most interesting thing about this month’s statistics is the lack of any significant new email borne 

threats. The Spy-A and Heuri-D identifiers are generic identifiers used by one of Spam Soap’s commercial 

partners to identify “things that look malicious or look like other worms, but we may not be entirely sure 

what it is yet”. The other three are “oldies but goodies” that have been around for quite some time. The 

oldest of which, Mydoom.BB has been around since February 2005. 
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Most Prevalent Types of Spam 
The most prevalent type of spam in July were one-line spam messages with a link to a web site that 

prompted users to download a codec to view an online video. It is similar to the tactic that MX Logic’s Sam 

Masiello blogged about back on June 19th: http://mxlogic.com/itsecurityblog/1/2008/06/PornTube-

Malware-and-Spam-Run-in-High-Volumes.cfm 

Typically these messages used a lure of fake news stories within the subject lines to get users to open the 

message. Some of the subject lines that were associated with this tactic include: 

• 50 Cent sues Taco Bell and McDonald’s 

• Alabama girl butchers neighbor with fruit knife 

• All Baseball Players May Be Indicted For Steroid Abuse 

• Apple issues recall for 3G iPhone 

• Britney in coma, feared dead 

Once the message was opened, the actual message content 

may or may not be related to the lure used in the subject 

line. For example, one particular message had a subject line 

of “Angeline Jolie starring in Wanted”, but the message 

itself said “Oprah Winfrey announces wedding plans” 

followed by a link to a web site hosting malware. 

Although these spam messages didn’t contain any kind of 

malware component directly within the email, the web site 

linked to within the message did carry a malware payload. 

This is yet another example of not only the convergence of 

email and web based threats, but is also another example of 

how cyber criminals are attempting to deliver dynamic, 

polymorphic malware via the web as opposed to static 

malware via email attachments. 

These types of spam messages were prevalent over the course of the entire month of July, but increased 

greatly over the last couple of days of the month where they accounted for between 20-25 percent of all 

of the spam messages processed by the Threat Operations Center. 
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